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Module Annotation

The aim of the module is to introduce students to cybersecurity and risk management in
organizations so that they are able to make managerial decisions in the context of current
threats (in particular phishing / BEC, ransomware, exploitation of vulnerabilities, supply chain
risks, cloud / SaaS and identity as the new “perimeter”). The module connects technical
principles with real business practice, including governance, policies, processes,
measurability, and incident management. Emphasis is placed on the regulatory framework
relevant to management, especially NIS2 and the new Czech Cybersecurity Act, effective from
1 November 2025.

Module Objective
After completing the course, applicants should be able to:

e understand and use basic information and cybersecurity terminology (asset-threat-
vulnerability-impact-risk),

e describe the main current threats (phishing / BEC, malware, ransomware, exploitation
of vulnerabilities, third-party / supply-chain attacks) and their typical impacts on an
organization,
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e explain managerial responsibilities and the practical implications of NIS2 and the
Cybersecurity Act for security management in an organization (roles, processes,
reporting, auditability),

e propose basic security measures and policies (identity and access management,
passwords/MFA, vulnerability management, backups/recovery, secure operation of
cloud / SaaS)

e identify key attack vectors and weak points based on a simplified security audit or self-
assessment,

e prepare a concise incident management proposal (minimum incident response plan,
escalation, communication) and understand its link to regulatory reporting.
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